Seat No.: Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING - SEMESTER -VI + EXAMINATION - SUMMER 17

Subject Code: 2361602 Date:04-05-2017
Subject Name: Information Security
Time: 10:30 AM TO 1:00 PM Total Marks: 70

Instructions:
1. Attempt all questions.
2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. Each question carry equal marks (14 marks)

Q.1 (@) Explain active and passive security attacks.
usl. A Asdla ya R RsyllEl A2s umesdl.
(b) Explain model of network security.

o aeds Rsydldle] Msc UHIA.

Q.2 (@) Explain steganography.
Ysl. A Steganography AMesicl.
(b) Explain Caesar cipher and Monoalphabetic cipher.
o RoR WSS W WoAlUCHIALs AU AU,

OR
(b) Explain firewall in detail.

ol slARAA ([@Qotdalr unesAl.

Q.3 (@) Explain single round of DES Algorithm.

Ysl. 3 DES AUANRUH ol single round A,
(b) What is virus? Explain its type.
ol Y AeA 9? Aol UslR AHLAl.

OR
Q.3 (@) Explain RSA algorithm with example.

Ysl. W RSA WANRUH GELEWQL U AHsLA.
(b) Explain Any three DES Modes of Operation
ol SlE ULl 2L DES HIs 3§ A UR et AHxtdl.

Q.4 (a) Explain Key distribution between the communication parties.
wsl. A sldatet Wil aq] sl-(3:dle)jatet AMesA
(b) What is cryptography? Explain the types of cryptanalytic attacks.
o (512lougl g B2 Brelstclldls As ol Yslx Axsal.
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Q.4

U4,

Q.5

U4,

Q.5

U4,

(b)

(a)

(b)

OR
Explain Traffic Confidentiality.

Traffic Confidentiality AHestcll.

What is intruders? Explain types of intrusion detection.
Intruders 9| ©? Intrusion detection oll YslR AH21cl.

Explain Digital signature with algorithm.

(Boect RoAU WANRUH U AHHAL
Explain Diffie - Hellman Key Exchange method.
Diffie — Hellman $l-2gJey RS UM,

OR
Explain Authentication protocol.

W AoBFct YRS\ UHA.

Explain any three block cipher modes of operations.

SlE URL 2Bl oclls AEHR HSAU g B UR At AMstal.
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