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Subject Code:3350704 Date: 9-05-2017
Subject Name: COMPUTER AND NETWORK SECURITY
Time: 2.30PM TO 5.00PM Total Marks: 70

Instructions:

Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of only simple calculator is permitted in Mathematics.

English version is authentic.
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Q1 Answer any seven out of ten. €2HIl SlEURL Ulclatl scllol WL
List the three different classes of intruders.

Intrudersell 2@l (@AY aollell at€l 20,

Differentiate Active attack with Passive attack.

Passive attackell Active attack AL cglalcd AL

List out various common types of network attacks.

AHLA YsLRall Network Attacksell L€l L.

Define: Intruders, Insiders

ciludl MU Intruders, Insiders

What is Hashing?

Hashing 9 ©?

Name four key steps in the creation of a digital certificate.
Digital certificate creationsll ULR stepsell ollH WU,
Compare symmetric encryption with asymmetric encryption.
Asymmetric encryption & symmetric encryptione{l AuUHE(l 53
What is necessity of firewall in network?

aeadul firewall ofl %332l 9 &?

Identify different password selection strategies.

VAL WAL password selection strategies WAL,

List security features supported by SSL/TLS.

SSL/TLSell security featurese{l €l U,
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Q.2 Discuss Piggybacking.
ysl.?  (A) AU A@vll: Piggybacking .

~—
&

OR
(@  What are individual user responsibilities in computer network security?

(1)  Computer network securityHi cl(S0Ld duRlAsAloll walleelA 9
8?
(b)  How transposition techniques differ from substitution techniques? Give
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example of rail fence technique.

5cl A 2lellDatot dsollsl UnRdley2let dsalslell ucal U B?Rail
fence 2s(\50] Gele0L WL

OR
Write short note on: Key Escrow.
Key Escrow UR &5 olltl U,
Determine steps of attack.
Steps of attack oissl 52\

OR

Distinguish host based IDS with network based IDS.
Network based IDS & host based IDS &l 4oL 5.
Explain Spoofing with diagram.

Spoofing (gl AA AHAA.

OR
Give the brief explanation of SHA-1 function.

SHA-1 function ol (Blcmi Amyc(l .

Convert given plain text in to cipher text using “one time pad cipher”. Plain
Text = COMPUTER and Key is = MCDTZQBP.

WA plain textal cipher textHl “one time pad cipher’ell UL 3l

%2cl. Plain Text =COMPUTER and Key =MCDTZQBP.

OR
Explain the role of a RA in creation of digital certificate.

Blpect ymRuat ool Hi RA ofl ¢jRst Axostal.
List out different trust models. Explain any one model.
WA WAL 22 HI3Al{l A€l AL, 518 As W3 AHsLAl.

OR
Write short note on: Malicious code

Malicious code UR &5 olltl AUl
Why is email security important?
all HL2 email ol security %33 8?

OR
Write short note on : Kerberos

Kerberos UR &5 olltl cAul.
Explain the IP security architecture using neat diagram.
Yus gl A& IP security architecture AL

OR
Explain effects of using unauthorized hardware and software in computer
network.

51J2R alectbul (Aot@gd hardware and softwaresll GUL0L sRclloll
UAURJA UM AL

Explain web traffic security approaches.
Web traffic security approaches 4Hsicll.
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OR

(@ What do you mean by SSL? Explain in brief. 03

()  AHRL HA SSL 9] 87 Al rcAul Al 03

(b)  Describe the key participants in Secure Electronic Transaction. 04

(W)  Secure Electronic TransactionHi key participants clelcll. 0¥
OR

(b)  Discuss tunneling. 04

(W) uAUL $2A: tunneling 0¥

(c) For given plain text=CRYPTOGRAPHY & Key=SECURITY find cipher text 07
using Playfair cipher.
(5) WA plain text=CRYPTOGRAPHY & Key=SECURITY & Playfair 09

cipherell GU20aL $3al cipher text 2.

Q.5 (@  Write Hill cipher algorithm and give example of it. 04
Ys.U (1) Hill cipher algorithm AUl A Aof GELEQL UL, 0¥
(b)  Explain CIA terminology with neat diagram and example. 07

(«1) CIA terminology u@@t dal GeleWL Ayl 09

(c) Explain PKI briefly. 03

(5)  PKI &vdui umesal. 03
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