Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING - SEMESTER -V « EXAMINATION — SUMMER 2017

Subject Code: 3351602 Date: 2-05-2017
Subject Name: ESSENTIALS OF NETWORK SECURITY
Time: 2.30 PM TO 5.00PM Total Marks: 70

Instructions:

Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of only simple calculator is permitted in Mathematics.

English version is authentic.
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Q1 Answer any seven out of ten. £20H{el SlEUBRL Ulclotl sellol AU
Define cryptography.

slelosl catvauld s,

Define Cryptanalysis.

slieAatlcllln catvaulld s2.

What is firewall?

glaRAcA 9 & ?

What is OS Hardening?

OS Hardening 9] ® ?

Define a field.

sles cavaufld s?.

What is man in the middle attack?

Nol ol Msct ALs 9 B ?

Give difference between stream and block cipher.
BIH Al 6Cls UEFR AR dslald AL
What is asymmetric key encryption?

AN s Sl Aotsliaet 9 B ?

List out substitution techniques.

Aol alet 2sollsoll alel watlal.

Give difference between active attacks and passive attacks.

AUsdla AWes A Aol ALy Al dslald wUl.

© PG NN Lo X DWW AON 2
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Q.2 Explain passive attack.
Ya.2 (1) UR{la ARs uuendl.
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OR
(@) Explain Authentication in public key cryptography.
@) uocls | (5ralonglHi A AB132let AHA.
(b)  Write difference between monoalphabetic cipher and polyalphabetic cipher.
(W) ol vUeslAdls WeTR vl WAlueslAdls ASFR dARall dslelcd
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OR
Explain Caesar cipher.

AR AR AU,
Explain security services in detail.
Rsy312l Ul [Qotdar dHestal.

OR
Explain OSI security architecture.

WL AU, RsyIEl aslesUR Al
Explain Euclidean algorithm.
Y(Setslaot WeNRuUM UMl

OR
Why random numbers are important in cryptography?

(ZRLUSIHL R65H oleR FH Hecloll B ?

Discuss the design features of Fiestel cipher.
(Bl UL $RaAL (335t $luR culal.

OR
Explain counter mode.

51Go2R IS UHwCl.
What are the limitations of symmetric key encryption?

RAls 8l Aoslaletoll w2l g & ?

OR
Explain output feedback mode.
UlBeye slsals WS AMestal.
Explain Groups and Rings.
YU Aol o UHA A,

OR

Explain antimalware and cleanup tools.
Wodl NAAR Ual sclotuU gAMoLl
Explain 8 S-box in detail.

8 AU-ollsU UHxAL.

OR
Explain Steganography.
RIAASL AHAAL.

What are the key features of asymmetric encryption?
WA AEls Aatsluletoll Yuaugu: 9 & ?

OR
Explain one round of DES in detail.

SLE . AAA As AGeS (Aolcdallx UMl

Explain transposition technique with example.

2lol WA Uat 250lls GeleWl UEA UL
OR

What are the functions of OS security assessments tools?

0S Ry UAUN2 2ol 5520l 9 B ?
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Explain Playfair cipher with example.
AR AR GELENL AR AHAl.

Explain double DES in detail.

SUA L. AU, [Qoldelr AHsAl.

Explain any two block cipher modes of operation.

5leF ULl A oclls AUSS HISU B AUR Al AHstcll.
Explain rail fence technique.

A Fal 2solls Amesal.

What are windows patches?

(AoSl VUY g B ?
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