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Total Marks: 70

Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of only simple calculator is permitted in Mathematics.

English version is authentic.
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Answer any seven out of ten. €2UH(l SlEURL Ulctoll wcllol WU
Define Encryption. List out Symmetric Encryption Algorithm.
clluall AU Encryption. Symmetric Encryption AN R UM ofl 21l

olotlal.

Define: Backdoor.

(vl AU Backdoor.

Define: Sniffing.

cluAl AU Sniffing.

List out component of good password.

URL WS ol component ofl 20LEL tlotll.

Define: Internet, Intranet.

c(u=Al AW Internet , Intranet.

List out Type of Firewall.

Firewall il Usto{l 20lEl elatlcl.

Write down application of hash function.

Hash function o{l Aucll32tet cul.

Which Algorithm is use for encrypt two character at time.
s AL A character encrypt s2cll sl Algorithm cluR(2L 8.

Which key is use for encryption and decryption in Symmetric encryption
Technique?

Symmetric encryption Technique Hl ¢ 5l encryption A4al decryption Ml

AuRA 8.
In Digital Signature which key is use for creation and verification process?
Digital Signature Hl ¢ $\ creation and verification process HlS clUR( 8.

Explain Shoulder surfing.
Shoulder surfing AHscll.

OR
Explain password protection.

Password protection AHostcll.
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Explain rail fence technique.
Rail fence technique AMostcll.

OR
Explain verman cipher(one time pad).

verman cipher(one time pad) 1stcll.
Explain passive attack in brief.
Passive attack gsHi A 1all.

OR
Explain security basic.

Security basic AHestcll.
Explain SQL Injection in detail.
SQL Injection (AxctiRYds AHA.

OR
List out steps for obtaining Digital Signature.

Digital Signature Raclell oil steps ofl 2ALEL olattcl.

Define: hash function. Draw block diagram of hash function.

hash function o{l caitvaul UL Aol gl €1

OR
Explain Steganography technique.

Steganography technique AHestcll.
Draw and Explain Symmentric Encryption model.
Symmentric Encryption model lgc{l €131 At

OR
List out type of firewall and explain any one.

Firewall ol UslRe{l 1€l olottcfl S\¢5 s AL
Explain Kerberos Authentication algorithm.
Kerberos Authentication 31 GONR U UMl

OR
Explain DMZ .

DMZ st
Explain private key protection.
Private key protection Hstcll.

OR
Explain tunneling in detail.

Tunneling (QcRYdls UMl

Explain host based IDS.
Host based IDS Hestell.

OR
Explain network based IDS.

Network based IDS Hstcll.
Explain SSL in detail.
SSL (ArclRYdls umestal.
OR
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Explain VLAN in detail.
VLAN (Qcllryds dxesdl.

For given Plaintext=SUMMER, Key= 17 17 5
21 18 21
2 219
Find cipher text using hill cipher.

AUAA  Plaintext=SUMMER, Key= 17 17 5

21 18 21
2 219

@ hill cipherell Gu2laL 5321 cipher text 20t.

Explain Caesar cipher Algorithm with example.

Caesar cipher WANR UM Gels1L UL AHesAl.
Explain Logical Component of IDS with Diagram.

IDS oll A1%SE Component gl €131 Al
Explain Secure Electronic Transaction(SET) Protocol .

Secure Electronic Transaction(SET) Protocol 1H2scll.

If Key = “computer”. Write playfair cipher key matrix.

Key = “computer” H(2 playfair cipher key matrix GAul.
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