Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING — SEMESTER -V « EXAMINATION — WINTER- 2016

Subject Code:3351602 Date: 18- 11- 2016
Subject Name: Essentials Of Network Security
Time: 10:30 AM TO 01:00 PM Total Marks: 70

Instructions:

Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of only simple calculator is permitted in Mathematics.

English version is authentic.

I A

Q1 Answer any seven out of ten. €2Hiell SleURL Ulclatl welled }L. 14
1 What is Cryptography ?
1. shlougl 9 8n?
2 What is non repudiation ?
2. allot Ryl 9 & 2
3 Define the terms Encryption and Decryption.
3. Vatslelel Aal slslalet ofl catvaul a0,
4 What is CLAMAYV ?
¥. CLAMAV ¢ 807
5. Define the terms CONFUSION and DIFFUSION
U.  CONFUSION sl DIFFUSION ofl caltvail .
6 State the importance of information security.
S,  BoglRNAL UlsANE ol WoLRAAL sRUA
7 What is brute force attack ?
9. o2 SRS 9 § 2
8 List the different substitution techniques.
C. el el UoREleYaot 25ells rual
9. What is a Digital Signature ?
¢c. Sled AU 9 & 2
10.  Differentiate between THREAT and ATTACK.
0. THREAT el ATTACK dR dslclc el

Q.2 (@) Explain the ACTIVE attack. 03

YR () Asdla As yMesdl 03
OR

(@) Explain the PASSIVE attack. 03

) Ula AW2s Al 03

(b)  Explain the Euclidean Algorithm. 03

(1)  Euclidean Algorithm estall. 03
OR
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Explain the Ring and Groups.
3oL Aol YU AU

Explain the difference between BLOCK CIPHER and STREAM CIPHER.

BLOCK CIPHER & STREAM CIPHER R dslald UHcl,

OR
Explain Hill Cipher with an example.

Hill Cipher GEL&0L WA AHLAl.
In DES Encryption explain its key generation.
DES dlotslielel HL | ool AMstal.

OR

Explain the ‘known plaintext’ and ‘chosen cipher text’ crypt attack .

‘known plaintext’ A ‘chosen cipher text’ slie ALs UMl

Explain asymmetric key encryption .
asymmetric key Wotgl12lol AHs1A.

OR
Justify how important it is to update the Operating System.

Operating System ol A{U32 53¢ 2l M2 %33 B ?
Explain Steganography.
RNAoUgl AHestA.

OR
State the limitations of symmetric key encryption.

ARls sl Aetglalet ofl HAlaLtelPsaual.

Explain the model of nework security.

Aeads Y %3ZL S AHA
OR

Explain the OSI security architecture.

0SI RslR12] 82 sAR UMl
Explain the Cipher Block Chaining (CBC).
Cipher Block Chaining (CBC) dHtcll.

OR
Explain the Electronic Code Book (ECB).

Electronic Code Book ( ECB ) AHstall.

Write a short note on Fiestel structure.
glred WSAUR U 251 ol vl

OR
Explain the role of FIREWALL in a computer system.

slnjer kM ML FIREWALL of s11 dAHstal.
Explain the Columnar Transposition Technique.
SIAHR glolrudflalet UMl

OR

Using the Caesar Cipher encrypt the message ‘MY BOOKSHELF IS FULL

OF BOOKS.’

Caesar Cipher clu3l RA% ‘MY BOOKSHELF IS FULL OF BOOKS’ o\
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Aaigle 52
Explain the Diffie-Hellman Key Exchange algorithm.

Diffie-Hellman Key Exchange WNR U AHstall.

Explain CONFIDENTIALITY with reference to public key cryptography.

Yoas sl s1lougl oll 2904 UL CONFIDENTIALITY AHsicl.
Write a brief note on cleanup tools and anti-malware.

cleanup tools ¥a\ anti-malware UR &5l olltl AWl

Explain the Man in Middle Attack.

Man in Middle Attack AHstcll.

Explain the Railfence technique with an example.

BELEW WA A ¥ 250lls UMl
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