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Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of only simple calculator is permitted in Mathematics.

English version is authentic.

Answer any seven out of ten.

gl SleuRl Ulctott wellol Bl

List Out Applications of Digital Signature.

RByect RdtaUR ot GUAN ofl atel a4l

Give Full Form of 1. PGP, 2. SMIME.

YU ol AU 1.PGP 2.S/MIME.

Write Down Guidelines For Selection of a Good Password.
AR wAad ofl udieofl w2 ol ougscueot cul.
What is Spyware? Explain

AAAR g Brumal,

Write down the Port Number of HTTP & HTTPS.

HTTP el HTTPS ofl W2 oleix cAul.

List out Names of Domains Involved in 3 - D Secure Protocol.
3-D xR WARA L ol IASet ofl €] 20
Give Full Form of SSL,IDS

SSL, IDS oll Y2 eltd 4.

List Applications Of Cryptographic Hash Function.
EGloudls 22l §s2let oll GUAN ofl 1€l 2ul.

List Different Malicious Software.

QRAu Rcllellay Ws2Aaur o ael 2.

List Various Hashing Algorithms.
QRY ysi? ol 32ldt wANRuM ol el 2ul.

Give Difference Between Symmetric Key And Asymmetric Key
Cryptography.
RANLs Sl uA wRNAEs 4l BGrelongl caAel dslad sl

OR
List Attacks in Public Key Cryptanalysis. Explain Any One in Detail

uGas A Bra@Ru ol A2s ol 1€l . S8UY As AnAdl.
Write Down The Steps of RSA Algorithm.
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RSA UANRUH ofl R Avll.
OR
Discuss Advantages of Asymmetric Key Cryptography over Symmetric Key
Cryptography.
ANls 4l u wURNAs Sl Br2udl ol sauel uuAdl
Explain Requirements of Public Key Cryptography.
uEas §l Bralougl ol ¥3dlaudl axsal

OR
Write a short note on Security of RSA Algorithm.

RSA AUANRuH ofl g8l QA gsellts cull.
Differentiate MD5 And SHA.
MD5 2l SHA a2l cdgleld .

OR
Give Difference Between Hashing Algorithm And Encryption Algorithm.

2951 AUAINBUH A Roflralet UANRUN A2Aall dgtalcd U,

List out Various Web Security Threat and Explain Any One.
QRY UsR ol Axt AR Y2 ol ALEL AW A SlEUR As

UMl

OR
Define Intruder. List Types of intruders and Explain Any one.

Bog SR ol catrvaul (A 6a§sa ol 2LE1 W A As Mol

Explain Davies Mayer Scheme.
3clu-NaUR M UMl

: OR
Draw Diagram of MAC(Message Authentication Code) Working.

DAy WAL Zatet 8ls of st edladl wgld R,

Differentiate Digital And Conventional Signature.

Rogect el 5edodlotcl RotAU 2 oll cglact Ul
OR
Explain DSS (Digital Signature Standard) Approach.

Ropee RoAUR 2iss WA uxAAl.
Define Digital Signature And Explain It’s Working in Detail.
Rogect RIAUR ofl carvaul vl wa doll sriutal(d axeadl.

OR
Explain S /MIME Content Types in brief.

S/MIME il So2o2 216U UMl

Explain HTTPS in Brief.
HTTPS duescl.

OR
List Various Steps performed in SET.

SET Mi &cll Wt ofl ALEL 2w,
Explain MAC (Message Authentication Code) in brief.
MAC (A AARYet 8ls) uxAAl.
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OR
Explain Rabin Scheme in brief.

FIAEET IR LI
Define Intrusion. Explain Different Approaches For Intrusion Detection
Bogotet ofl caua AL Bogoset SI2seet M2 ol @Qu

Ml

Give Difference Between SET and SSL.

SET el SSL cAall dgleld vl
Discuss Various Password Selection Strategies.
QRu waad RAsAL W2 uxAdl.
Explain Packet Filtering Firewall.

U2 (3eelol slardle uusdl.

How Worm is Different than Virus?

asy QM sl 58 A el ud B2
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