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Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING - SEMESTER-VI « EXAMINATION — WINTER -+ 2014

Subject Code: 361602 Date: 28-11-2014
Subject Name: Information Security
Time: 02:30 pm - 05:00 pm Total Marks: 70

Instructions:
1. Attempt all questions.
2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. English version is considered to be Authentic.

(@) Explain model of network security
(b) Explain various types of security attacks. Explain any one in detail.

(@) What is intruders? Explain various types of intrusion detection.

(b) Explain password selection strategies with basic techniques.
OR

(b) Explain play fair cipher with example.

(a) Explain steganography technique.

(b) Explain in detail single round of DES.
OR

(@) Explain firewall in detail.

(b) Explain s- box, p- box and strength of DES in detail.

(@) List out block cipher mode of operations. Explain any three in detail.

(b) Listand explain ways of key distribution between two communicating parties.
OR

(@) Explain substitution and transposition with example.

(b)  Write short note on virus.

(@) Explain RSA algorithm.
(b) Explain Authentication protocol.
OR
(@) What is digital signature? Explain direct digital signature.
(b) Explain link and end to end encryption in detail.
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