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Instructions:

1. Attempt all questions.

2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
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Explain Following :
1. Vulnerabilities
2. Integrity
3. Anonymity
4. Authorization
Discuss Various Active & Passive Threats.

Write a short note on Advance Encryption Standard with an example.

Find the Encryption & Decryption key for RSA Algorithm.

Take P =11 and Q= 13 as two large prime number.

Make necessary assumption, if required [mention it clearly, in answer]
OR

Explain triple DES with necessary Example.

Note: Hash Function. Explain any One Hash Algorithm in detail.
Write a detail note on Public Key Infrastructure. Explain What is Digital
Signature?

OR
How the SSL helps to maintain Web security? Provide detail idea.
What is Digital Certificate? What is the relation between Digital
Certificate & Digital signature?

How will you achieve Network security using IP Security?
Explain Needham Schroeder Protocol with appropriate example.

OR
Note down the basic types of firewall. How firewall helps in achieving
Network Security?
What is Kerberos server? Provide the execution detail of Kerberos
server.

Differentiate warms & viruses. Provide brief description for Viruses and
its type.
Write a short note on Database access control.
OR
What is the meaning of Biometric Authentication?
Discuss various type of Biometric Authentication in detail.
Provide brief idea: How to achieve finger print authentication?
How RFID helps in terms of security. Note down the issues related to
RFID.
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